RESOLUTION 22-194

A RESOLUTION AUTHORIZING AN EXPENDITURE FOR THE PURCHASE
OF DATTO HARDWARE, SOFTWARE AND SUPPORT

WHEREAS, there remains a critical need to continue to provide ransomware
protection and recovery to enhance server, database and network security; and

WHEREAS, the City of Spring Hill contracted with Stringfellow Technology

Group, Nashville, TN for DATTO hardware, software and annual support in September
2018; and

WHEREAS, funding for this item is included within the IT Department budget.

NOW, THEREFORE BE IT RESOLVED, by the Board of Mayor and
Aldermen of the City of Spring Hill, Tennessee that an expenditure of $14,385.60 for

annual support from Stringfellow Technology Group, Nashville, TN as recommended by
staff.

Passed and adopted by the Board of Mayor and Aldermen of the City of
Spring Hill, Tennessee, this 5th day of September 2022.

C\s o

Jim Hagaman, Mayor

ATTEST:

Aprit'Gdad, City Recorder




Cily of

SPRING HILL
TENNESSEETE
est. 1809

REQUEST: Approval of Resolution 22-194

SUBMITTED BY: Pam Caskie, City Administrator
Nick Hoeldtke, IT Manager

DATE: August 30, 2022
RE: DATTO product via Stringfellow Technologies
ATTACHMENTS: Resolution 22-194

RESOLUTION 22-194 — A RESOLUTION TO AUTHORIZE ANNUAL EXPENSE FOR DATTO
HARDWARE, SOFTWARE AND SUPPORT FROM STRINGFELLOW TECHNOLOGIES.

Purpose:

The City of Spring Hill approved a contract with Stringfellow Technologies in 2018. This
is the third year of the contract. In order to comply with purchasing policy, a blanket PO
for monthly fee should be approved.

Background Information:

Spring Hill had ransomware event in November 2017. Systems were recovered
promptly but data recovery was a lengthy and expensive endeavor. Most utility and
finance data had to be manually input. Researched and received recommendations
that DATTO SIRIS 3 data protection platform and software would meet and exceed
the requirements expected. Submitted RFP for DATTO Siris 3, Ransomware
Protection and Recovery software, 12TB hardware and annual support. Received
and reviewed submitted responses to the RFP from three vendors based on pricing
and support services. This is the third year of the contract with Stringfellow.

Staff Request:

Staff request approval of resolution for expenditure of funds in the amount of
$14,385.60, which will be a monthly invoice of $1,198.80, for continued software
and hardware support from Stringfellow Technology Group, Nashville, TN.



City of Spring Hill
DATTO SIRIS 3
Ransomware Protection & Recovery
Software / Hardware Support

Memo to: BOMA Presented By:
Nick Hoeldtke, Network Administrator
Date: 8/31/2018

[ Purpose: The Cily of Spring Hill Tesearched ransomware protection and recovery options
with software and hardware support.

II. Background Information:
a. Spring Hill had ransomware event in November 2017.

b. Systems were recovered promptly but data recovery was a lengthy and expensive
endeavor. Most utility and finance data had to be manually input.

c. Researched and received recommendations that DATTO SIRIS 3 data protection
platform and software would meet and exceed the requirements expected.

d. Submitted RFP for DATTO Siris 3, Ransomware Protection and Recovery
software, 12TB hardware and annual support.

e. Received and reviewed submitted responses to the RFP from three vendors based
on pricing and support services.

[II. Staff Request:

a. Staffrequest approval of resolution for expenditure of funds in the amount of a
one-time fee of $9,445 for DATTO Siris 3 Enterprise 12000 and setup and an
annual fee for a period ofthree (3) years for proposed Option B Monthly Backup
and Recovery Services of $14,385.60 for software and hardware support from
Stringfellow Technology Group, Nashville, TN.

b. Note: This is a budgeted item however,
1. Staffrequested both offsite storage options for price comparisons
1. Option A cost for Monthly Backup and Recovery Services is based
on one (1) year of offsite cloud storage and come in on budget.
2. Option B provides infinite offsite cloud storage. Option B brings
project total $781.28 over approved budget. 1T department can
cover this amount from another line item.

Respectfully,
[ o NS
N

GIS/IT Director



SUMMARY OF BIDS
CITY OF SPRING HILL
Datto
8/30/18 2:00 p.m.

The City of Spring Hill conducted a Bid Opening on the above refenced project. Acceptance of bids closed at 2:00
p.m. Those in attendance are on attached sheet. Bid Opening concluded at 2: 10 p.m.

State of Tennessee
Maury County
City of Spring Hill

Patti Amorello

17070

1 hereby certify that this is a true copy of the original documents.
Description: Bid Results-Varonis
This, the 30th Day of August, 2018.

Flnance Director, City of Spring Hill, Tennessee

Bid Results:
Company Item Cost Annual Total Total recurring
Stringfellow Technology Hardware/Software item 7,945.00
2963 Foster Creighton Dr. Monthly Backup-Option A 1,078.80 12,945.60 12,945.60
Nashville, TN 37204 Monthly Backup-Option B 1,198.80 14,385.60 14,385.60
Installation-one time cost 1,500.00
Year 1 Years 2 & 3 (ea.) Total 3''ears
Option A 22,390.60 12,945.60 48,281.80
Option B 23,830.60 14,385.60 52,601.80
Company Item Cost Annual Total Total recurring
Invenio IT Hardware/Software item 7,390.50
PO Box 173 Monthly Backup-Option A 1,438.40 17,260.80 17,260.80
Wickitunk, NJ 07765 Monthly Backup*Option B 1,538.40 18,460.80 18,460.80
Installation-one time cost 750.00
Year 1 Years 2 & 3 (ea.) Total 3 y.ears
Option A 25,401.30 17,260.80 59,922.90
Option B 26,601.30 18,460.80 63,522.90
Company Item Cost Annual Total Total recurring
MCA Technology Solutions Hardware/Software item 5,198.50
6048 Century Oaks Dr Monthly Backup-Option A 1,267.00 16,204.00 15,204.00
Chattanooga, TN 37416 Monthly Backup-Option B 1,426.00 17,112.00 17,112.00
Option 3-MCA ProMS serv 1,717.50 20,610.00 | not requested 20,610.00
Installation-one time cost 5,940.00
Year 1 Years 2 & 3 (ea.) Total 3}.ears
Option A 26,342.50 15,204.00 56,750.50
Option B 28,250.50 17,112.00 62,474.50




